DRIVERLESS TRUCKS BECOME REALITY

The successfully completed "ATLAS-L4" project
demonstrates that autonomous trucks on highways
are feasible. As part of the project, Fraunhofer
AISEC, working within a consortium, analyzed the
cybersecurity risks associated with the new Level 4
vehicle architecture and the control center. Using
advanced methods that incorporate the vehicle,

IT backend, and production, the team simulated

a wide range of attack scenarios and developed
protective concepts based on them. In addition,
the researchers examined standards from the auto-
motive sector and those related to post-quantum

cryptography, usability, and machine learning to
establish a holistic risk management framework.
The results lay the foundation for “Security by
Design" in autonomous commercial vehicles.

CYBERSECURITY FOR SMART HOMES

The "SHIQ" project, funded by the Federal Ministry
of Research, Technology, and Space BMFTR, focu-
ses on IT security and privacy protection in smart
buildings and neighborhoods throughout the
entire lifecycle of loT systems. The goal is to esta-
blish a holistic security standard spanning develop-
ment, production, and operation.

Fraunhofer AISEC is responsible for scientific coor-
dination. A key contribution by Fraunhofer AISEC

is the implementation of semi-automated security
tests for loT systems during development.




