SECURELY DESIGNING

GENERATIVE Al

Generative Al is fundamentally
transforming digital signal processing.
Fraunhofer AISEC is helping to shape
this development through the
"DSgenAl" project, contributing
cybersecurity technologies that
enable the development and opera-
tion of trustworthy Al infrastructures.
Together with its partners, the institu-
te is researching in-house models

for speech and audio processing as
well as 6G mobile communication
systems, which are trained using
verified data. Fraunhofer AISEC focu-
ses on protecting privacy and intel-
lectual property, controlling data use
and processing, ensuring compliance
with legal regulations, and measuring
data quality and trustworthiness.

At the same time, the institute is
working on detecting manipulated
audio content. In light of the sharp

rise in audio deepfake attacks,
Fraunhofer AISEC is developing
specialized Al models that can detect
synthetic voices more reliably than
humans. Based on an enhanced
MLAAD dataset, the institute is crea-
ting robust detection algorithms with
minimal bias, which are made available
through platforms such as "Deepfake
Total" and the interactive online game
"Spot the Deepfake,” among others.
In this way, Fraunhofer AISEC is advan-
cing secure Al innovations and resilient
communication.




