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RESEARCH EXPERTISE FOR NIS 2 
IMPLEMENTATION

The NIS 2 Directive tightens cybersecurity requirements 
for many industries, for example, in the areas of risk, 
incident, and supply chain management. Fraunhofer 
AISEC supports companies with analytical expertise, 
tools, and solutions derived from applied research to 
help them implement these requirements.

The NIS 2 Directive and the german 
Implementation Act (Umsetzungsge-
setz NIS2UmsuCG) require significantly 
more medium-sized and large compa-
nies than before in 18 sectors – such as 
banking, energy, digital infrastructure, 
healthcare, public administration, and 
transportation – to maintain a high, 
uniform level of cybersecurity. Key 
requirements include systematic risk 
management with technical and orga-
nizational measures, such as encryp-
tion, secure software development, 
supply chain security, a tiered incident 
reporting system, business continuity 
and crisis management, as well as clear 
responsibilities and liability for compa-
ny management. Violations are subject 
to fines of up to two percent of global 
annual revenue.

Fraunhofer AISEC supports companies 
in implementing NIS 2 throughout 
the entire security lifecycle with tool-
based, semi-automated risk analyses, 
compliance and vulnerability checks 

using the "Confirmate" tool for pro-
ducts and processes, the "GyroidOS" 
virtualization solution for hardening 
platforms, consulting and analysis on 
post-quantum cryptography, and the 
development of prototypes and intel-
ligent security concepts. This enables 
organizations to measurably increase 
their cyber resilience and efficiently 
meet regulatory requirements.

Web Spotlight "NIS 2"

HIGHLIGHT | SECURITY COMPLIANCE

18


