CYBERSECURITY WITH AND FOR
QUANTUM COMPUTERS

The Quantum Security Technologies
(QST) research group at Fraunhofer
AISEC addresses a key challenge of
digital transformation: quantum com-
puting is changing the technological
foundations and, with them, both the
capabilities and the vulnerabilities of
modern IT systems.

Against this backdrop, QST works at
the intersection of quantum com-
puting, artificial intelligence, and IT
security, with a focus on "security for
and with quantum computers.” On the
one hand, the group is investigating
how guantum computing can improve
classical cybersecurity solutions. To this
end, the research group is developing
guantum-enabled Al algorithms for
anomaly detection, threat identifica-
tion, and system verification.

On the other hand, QST is investigating
how quantum computers and quan-
tum Al themselves can be effectively
secured. The focus is on research into
specific vulnerabilities of quantum Al,
such as quantum-specific attacks, side
channels, and robustness issues in
guantum circuits. QST also possesses
expertise in the hardening and robust-
ness analysis of Al methods, including

the secure combination of Al with
guantum computers.

QST covers the spectrum from funda-
mental research to the implementation
of quantum-based security methods
for future-proof quantum computing
infrastructures. Applications range
from anomaly and fraud detection
using quantum machine learning to
QC-based optimization for verification
problems. Validation is performed both
in simulations and on real quantum
hardware.




