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The "TRUSTED" project is developing 
a prototype data room that processes 
personal data securely and in complian-
ce with data protection regulations. It 
is intended to enable trustworthy and 
privacy-friendly solutions for federated 
machine learning, particularly in the 
medical field. In this project, Fraunhofer 
AISEC is working on the integration of 
modern cryptographic methods such 
as BBS signatures for the selective 
disclosure of private identity informa-
tion to identify data room participants, 
as well as functional and homomorphic 
encryption of data that must be shared 
for machine learning. "In doing so, we 
are optimizing our open-source libraries 
libbbs and librabe for EUDI wallets 
and other technology stacks," says Dr. 
Martin Schanzenbach, leader of the 
group Applied Privacy Technologies.

Anonymization of Medical Data  
 
The goal of the "ANONY-MED" project 
is to develop a toolbox for anonymizing 
medical data using generative AI met-
hods and homomorphic encryption. 
"This should enable medical data to be 
used in a manner that complies with 
data protection regulations and is ethi-
cally and legally secure for AI models 
and research purposes," says Prof. Dr. 
Gerhard Wunder, Head of the Cogniti-
ve Security Technologies Department. 
Homomorphic encryption is a crypto-
graphic method that allows calculations 
to be performed on encrypted data 
without first decrypting it. 
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SECURE DATA IN SECURE DATA 
ROOMS

Through the "TRUSTED" and "ANONY-MED" projects, 
Fraunhofer AISEC creates secure data in secure data 
rooms, particularly in the medical field.


