SECURITY CHIPLETS AND OPEN-SOURCE
TRUST ANCHORS FOR GREATER HARD-
WARE SOVEREIGNTY

I

An important project aimed at strengthening Integration for Electronic Components and Systems
Europe’s technological sovereignty is the pilot line (APECS)," funded under the EU Chips Act, which
for "Advanced Packaging and Heterogeneous provides European companies with infrastructure

for chiplet technology — from design and manufac-
turing to analysis. Among other things, Fraunhofer
AISEC is developing hardware trust anchors for
chiplets that ensure the authenticity and integrity
of a chiplet system composed of various chiplets. In
addition, the institute analyzes chiplet technologies
and demonstrates the transfer of existing technolo-
gies to chiplets through contributions to tape-outs.

To support this, Fraunhofer AISEC is expanding an
open-source trust anchor as part of the Trusted
Electronic Bayern Center. Among other things, the
RISC-V platform is being enhanced with post-quan-
tum cryptography and expanded into a secure,
customizable system-on-chip architecture.

In addition, integrated hardware-software security
solutions for RISC-V-based architectures are being
developed within the Secure-System-on-Chip

platform of the Bavarian Chip-Design-Center,
thereby expanding cross-project offerings of
trustworthy, transparent, and sovereign electronics
"made in Europe."




