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Abstract: The emerging Industrial Internet of Things (IIoT) is characterized by heterogeneous sys-
tems, loose topologies, cross-company data flows, changing entities, and high cybersecurity re-
quirements. This development makes a sound security architecture an even more pressing matter
than before. The design of a valid security architecture should always reflect the protection needs,
enable the derivation of security requirements, and ways to validate their effectiveness. While access
management at the application layer is well established, securing the underlying network layers of
an increasing number of communication links remains an open question. Currently, adapting to the
dynamics of rapid technology changes requires reiterating time- and resource-intensive threat and
risk analyses. Therefore, we introduce and apply a lightweight, graph-based process to create easy-
to-build and machine-readable models of the reviewed IIoT systems, highlighting the assets they
contain. Such a model allows us to derive abstract security requirements in a semi-automatic way.
We use these requirements to propose appropriate protection and advanced monitoring measures
as well as methods to validate their effective implementation. The catalog provided in this paper rep-
resents a security toolbox for these two security layers, tailored for the IIoT domain. Finally, it allows
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and therefore it’s important to know which data can be stored and distributed over a cloud. In
order to be able to use future innovative services, SG and IoT must be combined. For this, in the
next step we connect the SG infrastructure with the IoT. A potential insecure device and network
(IoT) should be able to transfer data to and from a critical infrastructure (SG). In detail, we focus on
two different connections: the communication between the smart meter switching box and the IoT
device and the data transferred between the IoT and SG cloud. In our example, a connected charg-
ing station with cloud services is connected with a SG infrastructure. To create a really smart service,
the charging station needs a connection to the SG to get the current amount of renewable energy
in the grid. Private data, such as name, address and payment details, should not be transferred to
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vulnerability and the ability of an attacker and the resulting risk are developed in this paper.

Neubauer et al.: Work in Progress: Security Analysis for Safety-critical Systems: Smart Grid
and IoT sfischer2019SecurityAnalysisSmartGridIoT

Katrin Neubauer, Sebastian Fischer, and Rudolf Hackenberg. “Work in Progress: Security Analysis
for Safety-critical Systems: Smart Grid and IoT”. In: 32nd GI/ITG International Conference on Archi-
tecture of Computing Systems May 20 – 21, 2019, Technical University of Denmark, Copenhagen,
Denmark Workshop Proceedings. 2019, pp. 101–106.

Abstract: Internet of Thing (IoT) and Smart Grid (SG) are separate technologies. The digital transfor-
mation of the energy industry and the increasing digitalization in the private sector connect these
technologies. Currently in Germany, the SG is under construction. In order to use future innovative
services, SG and IoT must be combined. For this, we connect the SG Infrastructure with the IoT. A
potential insecure device and network (IoT) should be able to transfer data to and from a critical
infrastructure (SG). Open research question in this context are the security requirements architec-
ture SG and IoT and the mechanism for authentication and authorisation in future application (SG
and IoT). Due to the increasing networking of the systems (SG and IoT) new threats and attack vec-
tors arise. The attacks to the architecture influence the target of authenticity, security and privacy.
For the security analysis we focus on two communication points: the communication between the
smart meter gateway, and the IoT device. In our example, a connected charging station with cloud
services is connected with a SG infrastructure. To create a really smart service, the charging station
needs a connection to the SG to get the current amount of renewable energy in the grid. With
this two connections, new threats emerge. A security analysis over all the connections, including
the vulnerability and the ability of an attacker, is developed in this paper. The analysis shows us
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Abstract: The next industrial revolution is said to be paved by the use of novel Internet of Things
(IoT) technology. One important aspect of the modern IoT infrastructures is decentralised communi-
cation, often called Peer-to-Peer (P2P). In the context of industrial communication, P2P contributes
to resilience and improved stability for industrial components. Current industrial facilities, however,
still rely on centralised networking schemes which are considered to be mandatory to comply with
security standards. In order to succeed, introduced industrial P2P technology must maintain the
current level of protection and also consider possible new threats. The presented work starts with
a short analysis of well-established industrial communication infrastructures and how these could
benefit from decentralised structures. Subsequently, previously undefined Information Technology
(IT) security requirements are derived from the new cloud based decentralised industrial automation
model architecture presented in this paper. To meet those requirements, state-of-the-art communi-
cation schemes and their open source implementations are presented and assessed for their usabil-
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ity in the context of industrial IoT. Finally, derived building blocks for industrial IoT P2P security are
presented which are qualified to comply with the stated industrial IoT security requirements.
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Abstract: Owing to a growing number of attacks, the assessment of Industrial Control Systems (ICSs)
has gained in importance. An integral part of an assessment is the creation of a detailed inventory
of all connected devices, enabling vulnerability evaluations. For this purpose, scans of networks
are crucial. Active scanning, which generates irregular traffic, is a method to get an overview of
connected and active devices. Since such additional traffic may lead to an unexpected behavior of
devices, active scanning methods should be avoided in critical infrastructure networks. In such cases,
passive network monitoring offers an alternative, which is often used in conjunction with complex
deep-packet inspection techniques. There are very few publications on lightweight passive scanning
methodologies for industrial networks. In this paper, we propose a lightweight passive network
monitoring technique using an efficient Media Access Control (MAC) address-based identification
of industrial devices. Based on an incomplete set of known MAC address to device associations, the
presented method can guess correct device and vendor information. Proving the feasibility of the
method, an implementation is also introduced and evaluated regarding its efficiency. The feasibility
of predicting a specific device/vendor combination is demonstrated by having similar devices in the
database. In our ICS testbed, we reached a host discovery rate of 100% at an identification rate of
more than 66%, outperforming the results of existing tools.
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Abstract: Withstanding physical attacks in a hostile environment is of utmost importance for nowa-
days electronics. However, due to the long and costly development of integrated circuits (ICs),
IC-level countermeasures are typically only included in varying degree and not in every chip of a de-
vice. Therefore, multiple-chip modules requiring higher levels of security are additionally protected
against tampering by a physical security enclosure, e.g., by an envelope that completely encloses
the device. For decades, these physical boundaries on a device-level were monitored using battery-
backed mechanisms to enable detection of an attempted physical intrusion even if the underlying
system is powered off. However, the battery affects the system’s robustness, weight, prevents ex-
tended storage, and also leads to difficulties with the security mechanism while shipping the device.
In this position paper, we present our assessment of various battery-backed tamper-respondent solu-
tions and argue that while offering the intriguing benefit of instantaneous detection and response,
the low-power nature of battery-backup contradicts a tamper-sensitive measurement, among other
problems. We are therefore of the opinion that more effort should be spent towards enclosures that
are based on tamper-evident physical unclonable functions (PUFs), as they are designated to provide
a high level of security on the one hand and do not require a battery on the other hand. To further
substantiate our argument, we summarize the work in this domain to also facilitate future research.
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Abstract: Abstract—One Time Passwords (OTPs) are used to increase the security of the authen-
tication process of networked applications. Smartphone based OTP schemes already brought us-
able and affordable multi-factor authentication to web applications. These schemes are also a
promising approach for authentication in industrial applications. This paper introduces an indus-
trial remote maintenance use-case that uses a smartphone based OTP authentication scheme using
Quick-Response (QR) codes [1]. In addition to a main communication and password authentica-
tion channel, the proposed scheme requires an out-of-band communication channel to transmit
OTPs via smartphone. While baseline security for the channels can be achieved with Transport
Layer Security (TLS), Out-of-Band Authentication (OOBA) remains vulnerable to Man-in-the-Middle
(MitM) attacks in environments where the authenticity of the communication partner cannot be
guaranteed. In order to mitigate this problem, it is crucial to establish a secure channel associa-
tion. The enhancement proposed in this paper thus cryptographically binds successful out-of-band
OTP authentications to the prior established data-channel with the help of TLS channel binding
[2]. Recommendations include common TLS libraries that support this feature as well as further
considerations for a secure implementation.

Plaga et al.: Secure your SSH Keys! – Motivation and Practical Implementation of a HSM-
based Approach Securing Private SSH-Keys PlagaECCWS18

Sven Plaga, Norbert Wiedermann, Hansch Gerhard, and Newe Thomas. “Secure your SSH Keys! –
Motivation and Practical Implementation of a HSM-based Approach Securing Private SSH-Keys”. In:
Proceedings of the 17th European Conference on Cyber Warfare and Security. ECCWS ’18. Uni-
versity of Oslo, Norway: Academic Conferences and Publishing International (ACPI) Limited, 2018,
pp. 370–379. ISBN: 978-1-911218-85-2.

Abstract: Reliable authentication of entities is the baseline for secure communications infrastruc-
tures and services. While traditional password authentication is still widely deployed, alternatives
based on asymmetric cryptography are also available and provide an increased level of security. On
the client-side, however, secret keys are often unprotected. Although constantly updated worksta-
tions are considered to be trusted environments, security breaches such as Spectre or Meltdown
raised doubts in platform integrity. The presented work introduces realistic attack vectors which
can be employed to extract cryptographic keys from workstations. Consequently, Hardware Secu-
rity Modules (HSMs) are introduced which provide secure storage as well as secure utilisation of
private cryptographic keys. Due to the huge amount of possible application scenarios, the paper
focuses on an application scenario based on the widely used Secure Shell (SSH) protocol. Demon-
strating that an improved level of security is not necessarily directly linked to costs, a rough summary
of interesting Commercial-off-the-Shelf (COTS) devices is provided.
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Test in Europe Conference & Exhibition, DATE 2018, Dresden, Germany, March 19-23, 2018. IEEE,
2018, pp. 648–653. ISBN: 978-3-9819263-0-9. DOI: 10.23919/DATE.2018.8342090. URL:
https://doi.org/10.23919/DATE.2018.8342090.
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ogy 2018. ICST’18. University of Limerick, Ireland: Institute of Electrical and Electronics Engineers
(IEEE), 2018, pp. 52–57. DOI: 10.1109/ICSensT.2018.8603610.

Abstract: Information security is an important property in areas with distributed and decentralized
communication like the Internet of Things (IoT) or Wireless Sensor Nodes (WSNs). Secure commu-
nication realises the protection goals of confidentiality, integrity, and authenticity, which are imple-
mented by cryptographic functions. These functions need to evolve steadily in order to catch up
with new attack vectors employed by cybercriminals. This cryptographic evolution brings an increase
of resource demand and consumption with it as cryptographic functions rise in complexity. The de-
mand is difficult to satisfy by embedded platforms since they are often limited in their resources due
to design efficiency. Therefore, adequate resource buffering is a crucial task in designing embedded
systems that are future proof from a security point of view. In this work, we introduce a methodol-
ogy for comparable resource benchmarking of cryptographic functions on embedded systems. Our
approach enables designers and developers of embed- ded systems to achieve comparable results
over an extended range of algorithms and implementations. This aids in the estimation of the cryp-
tographic resource footprint. Further, we develop a measurement architecture for experimentation
on different embedded platforms. We conduct a sample of reference measurements confirming
well-known patterns in cryptography showing the validity of our framework. Finally, we argue for
an open collaboration platform for sharing of benchmark results conducted with the framework.

Schanzenbach et al.: Practical Decentralized Attribute-Based Delegation Using Secure Name
Systems schanzenbach2018abd

M. Schanzenbach, C. Banse, and J. Schütte. “Practical Decentralized Attribute-Based Delegation
Using Secure Name Systems”. In: 2018 17th IEEE International Conference On Trust, Security And
Privacy In Computing And Communications/ 12th IEEE International Conference On Big Data Sci-
ence And Engineering (TrustCom/BigDataSE). 2018, pp. 244–251. DOI: 10.1109/TrustCom/
BigDataSE.2018.00046.

Abstract: Identity and trust in the modern Internet are centralized around an oligopoly of identity
service providers consisting solely of major tech companies. The problem with centralizing trust
has become evident in recent discoveries of mass surveillance and censorship programs as well as
information leakage through hacking incidents. One approach to decentralizing trust is distributed,
attribute-based access control via attribute-based delegation (ABD). Attribute-based delegation al-
lows a large number of cross-domain attribute issuers to be used in making authorization decisions.
Attributes are not only issued to identities, but can also be delegated to other attributes issued by
different entities in the system. The resulting trust chains can then be resolved by any entity given
an appropriate attribute storage and resolution system. While current proposals often fail at the
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practicability, we show how attribute-based delegation can be realized on top of the secure GNU
Name System (GNS) to solve an authorization problem in a real-world scenario.
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Attribute-Based Encryption schanzenbach2018reclaim

M. Schanzenbach, G. Bramm, and J. Schütte. “reclaimID: Secure, Self-Sovereign Identities Using
Name Systems and Attribute-Based Encryption”. In: 2018 17th IEEE International Conference On
Trust, Security And Privacy In Computing And Communications/ 12th IEEE International Conference
On Big Data Science And Engineering (TrustCom/BigDataSE). 2018, pp. 946–957. DOI: 10.1109/
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Abstract: In this paper we present reclaimID: An architecture that allows users to reclaim their digital
identities by securely sharing identity attributes without the need for a centralised service provider.
We propose a design where user attributes are stored in and shared over a name system under user-
owned namespaces. Attributes are encrypted using attribute-based encryption (ABE), allowing the
user to selectively authorize and revoke access of requesting parties to subsets of his attributes. We
present an implementation based on the decentralised GNU Name System (GNS) in combination
with ciphertext-policy ABE using type-1 pairings. To show the practicality of our implementation,
we carried out experimental evaluations of selected implementation aspects including attribute
resolution performance. Finally, we show that our design can be used as a standard OpenID Connect
Identity Provider allowing our implementation to be integrated into standard-compliant services.
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4503-5992-4. DOI: 10.1145/3264888.3264890. URL: http://doi.acm.org/10.
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Abstract: While the ever-increasing connectivity of cyber-physical systems enlarges their attack sur-
face, existing anomaly detection frame- works often do not incorporate the rising heterogeneity of
involved systems. Existing frameworks focus on a single fieldbus protocol or require more detailed
knowledge of the cyber-physical system itself. Thus, we introduce a uniform method and frame-
work for applying anomaly detection to a variety of fieldbus protocols. We use stacked denoising
autoencoders to derive a feature learning and packet classification method in one step. As the
approach is based on the raw byte stream of the network traffic, neither spe- cific protocols nor
detailed knowledge of the application is needed. Additionally, we pay attention on creating an effi-
cient framework which can also handle the increased amount of communication in cyber-physical
systems. Our evaluation on a Secure Water Treatment dataset using Eth- erNet/IP and a Modbus
dataset shows that we can acquire network packets up to 100 times faster than packet parsing
based methods. However, we still achieve precision and recall metrics for longer lasting attacks of
over 99%.
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rity components such as entities, certificates, credentials, policies and trust values are dynamic and
constantly changing. Thus, access control models and trust approaches are necessary to support the
dynamic and distributed features of such systems and their components. The objective of this paper
is to present a comprehensive survey about the security research in distributed systems. We have
reviewed the dynamic and distributed nature of the components and evaluation methods of major
authorization systems and access control models in existing literature. Based on this overview, we
present a survey of selected trust schemes. We provide a categorization for recommendation-based
and reputation-based trust models based on trust evaluation. Additionally, we use credential or
certificate storage and chain discovery methods for categorizing evidence-based and policy-based
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Abstract: Software Defined Networking (SDN) promises to abstract hardware and hard-wired net-
work topologies in favor of programmable dynamic infrastructures. However, especially features
like multi-tenancy require for new ways to ensure that access to critical network resources are
restricted to trusted applications and users. The challenge here is that these entities are not neces-
sarily known at the time of planning and setup, but are rather added dynamically to the network
at runtime. Controlling access to northbound interfaces of SDN controllers thus requires for new
ways to express access control policies which are able to cope with this degree of complexity and
abstraction. We thus introduce a taxonomy-based policy engine, which allows the definition of
fine-grained security policies based on a first-order logic description of the network environment.
We describe the taxonomy structure and show how it can be used in a Prolog-based policy engine
to protect a secure SDN northbound interface developed in previous work. By evaluating the imple-
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Abstract: Mit der Zusammenführung von physischen Systemen mit virtuellen Objekten zu Cyber-
Physischen Systemen (CPS) schwinden die Grenzen zwischen digitaler und physikalischer Welt und
damit auch ein bisher verlässlicher Schutzwall. Dies erhöht die potentiellen Auswirkungen von er-
folgreichen Angriffen und macht ein prinzipielles Umdenken beim Umgang mit diesen Gefahren
notwendig. Die Gewährleistung der Integrität, Vertraulichkeit und Verfügbarkeit sind die bekan-
nten Schutzziele, die bereits bei der klassischen IT-Sicherheit verfolgt werden. Durch die Verbindung
zwischen digitaler und physischer Welt wird jedoch die Erfüllung der Ziele zunehmend schwieriger
und komplexer; die IT-Sicherheitsforschung steht vor neuen Herausforderungen. Der Beitrag disku-
tiert wichtige derartige Herausforderungen, wie die Erforschung proaktiver Schutzverfahren, die
Entwicklung resilienter System-Architekturen oder aber auch die Erforschung neuer Ansätze für
eine kontrollierbare Weitergabe und Nutzung von Informationen in vernetzten Umgebungen.
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Abstract: Current research on cloud service certification is working on techniques to continuously,
i.e. automatically and repeatedly, assess whether cloud services satisfy certification criteria. How-
ever, traditional certifications are conducted fol- lowing static processes which are not designed to
meet the requirements of continuous certification techniques. In this paper, we address this gap by
redesigning the traditional certification process and adding suitable tooling to support continuous
certification of cloud services. To that end, we analyze and generalize traditional certification pro-
cesses and, on this basis, develop a novel, executable process model to detect ongoing changes of
cloud services and adapt continuous certification techniques accordingly. We present our prototype
which implements the process model and show how it allows us to automatically reconfigure con-
tinuous certification techniques according to changes observed in the target of certification as well
as to continuously report certification results.
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Abstract: Clock glitches are useful in hardware security applications, where systems are tested for
vulnerabilities emerging from fault attacks. Usually a precisely timed and controlled glitch signal is
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KMU eine effiziente Durchführung von Risikoanalysen und Sicherheits-bewertungen zu ermöglichen,
stellen modellgetriebene und modellbasierte Ansätze einen vielversprechenden Lösungsansatz dar.
Wir untersuchen den aktuellen Publikationsstand zu modellgetriebenen Methoden und Werkzeu-
gen der sicherheitsbezogenen Risikoanalyse Kritischer Infrastrukturen. Dabei ana-lysieren wir den
Stand der Forschung anhand von Kriterien, die für den Einsatz durch KMU relevant sind. Unsere
Untersuchung zeigt, dass modellbasierte Ansätze etabliert sind, aber es aktuelle Methoden und
Werkzeuge kleinen und mittleren Betreibern Kritischer Infrastruktu-ren nur begrenzt ermöglichen,
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Abstract: We present an attestation mechanism that enables a remote verifier to implicitly eval-
uate the trustworthiness of the prover’s system through policies. Those policies are verified and
enforced by a TPM 2.0, when the attestor interacts with a virtualized hardware component of
the prover’s system. For instance, when the verifier reads a virtualized sensor device and requests
integrity-protected sensor data, such as the average temperature, a heartbeat value, or an anomaly
detection score, the prover’s TPM, which acts as a trust anchor, checks and enforces the policies
specified by the verifier. The prover, in turn, is also able to define policies, which can limit access
to certain hardware components and are also enforced by the TPM. As a result, both parties have
to cooperate for a successful attestation, which implicitly creates verifiable proof of the prover’s
trustworthiness using mainly symmetric instead of expensive asymmetric cryptographic operations
like digital signatures.
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requiring any changes or additional components in the traced guest. The application scenarios for
the framework include malware analysis, malware detection and runtime integrity protection. We
furthermore present a detailed example application for the framework which uses the provided
trace data to enforce a particular page-granular control flow to defend the guest against control
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Abstract: Insufficiently protected mobile devices present an ubiquitous threat. Due to severe hard-
ware constraints, such as limited printed circuit board area, hardware-based security as proposed
by the Trusted Computing Group is usually not part of mobile devices, yet. We present the design
and implementation of seTPM, a secure element based TPM, utilizing Java Card technology. seTPM
establishes trust in mobile devices by enabling Trusted Computing based integrity measurement ser-
vices, such as IMA for Linux. Our prototype emulates TPM functionality on a GlobalPlatform secure
element which allows seamless integration into the Trusted Software Stack of Linux-based mobile
operating systems like Android. With our work, we provide a solution to run Trusted Computing
based security protocols while supplying a similar security level as provided by hardware TPM chips.
In addition, due to the flexible design of the seTPM, we further increase the security level as we
are able to selectively replace the outdated SHA-1 hash algorithm of TPM 1.2 specification by the
present Keccak algorithm. Further, our architecture comprises hybrid support for the TPM 1.2 and
TPM 2.0 specifications to simplify the transition towards the TPM 2.0 standard.
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Unfortunately, agile development organization differ in their actual procedures and environmental
properties resulting in varying requirements. We propose an approach to compare and select meth-
ods for agile security engineering. Furthermore, our approach addresses adaptation or construction
of a tailored method taking the existing development culture into account. We demonstrate the fea-
sibility of our proposal and report early experiences from its application within a small development
organization for digital solutions in the automotive domain.
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Abstract: Recent years have seen the development of a multitude of tools for the security analysis
of Android applications. A major deficit of current fully automated security analyses, however, is
their inability to drive execution to interesting parts, such as where code is dynamically loaded or
certain data is decrypted. In fact, security-critical or downright offensive code may not be reached
at all by such analyses when dynamically checked conditions are not met by the analysis environ-
ment. Harmful code may thus remain completely invisible to the analysis software and subsequently
not be analyzed altogether. To tackle this unsolved problem, we propose a tool combining static
call path analysis with bytecode instrumentation and a heuristic partial symbolic execution, which
aims at executing interesting calls paths. It can systematically locate potentially security-critical code
sections and instrument applications such that execution of these sections can be observed in a
dynamic analysis. Among other use cases, this can be leveraged to force applications into revealing
dynamically loaded code, a simple yet effective way to circumvent detection by security analysis soft-
ware such as the Google Play Store’s Bouncer. We illustrate the functionality of our tool by means
of a simple logic bomb example and a real-life security vulnerability which is present in hunderd of
apps and can still be actively exploited at this time.
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Abstract: Fault injection into integrated circuits by exposure to laser light is a common method to
break cryptographic devices. The specific requirements of sophisticated fault attacks as well as the
presence of countermeasures ask for precise control of the generated faults. However, the feature-
sizes of integrated circuits are decreasing while the physical dimensions of laser spots are lower
bounded by the used wavelength. We investigate laser-based fault injection into SRAM cells of
two popular FPGAs with different feature-sizes, i.e. 90 nm and 45 nm, which are interesting in the
context of current security chips. We describe our setup and methods for precise calibration of all
important parameters. Our practical experiments confirm that single bit faults are achievable on
90 nm feature size SRAM cells. The precision is lower in the 45 nm technology, because adjacent
SRAM cells are affected in many cases. However, depending on the location of an SRAM cell within
a hard macro and the previous values of adjacent cells, an attacker can still achieve precise single-bit
manipulations. This should be a design criteria for choosing storage locations of variables and for
efficient error correction codes for secure implementations.
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Abstract: Continuous cloud service certification describes the process of continuously validating
whether a service adheres to a set of requirements. However, most requirements derived from ex-
isting standards such as ISO-27001:2013 are generic, often times inherently ambiguous and thus
cannot be validated automatically. In this paper, we address this gap by presenting a bottom-up ap-
proach using low-level metrics available through widely deployed implementations of infrastructure-
as-a-service (IaaS) components. We further present examples how these lowlevel metrics can serve
to construct complex metrics to support validation of generic requirements.
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Abstract: Certification of cloud services aims at increasing the trust of customers towards cloud
services and providing comparability between cloud services. Applying the concept of certification
to cloud services requires systems which continuously detect ongoing changes of the service and
assess their impact on customer requirements. In this paper, we propose eight language classes for
cloud service certification systems to facilitate research in design and implementation of these sys-
tems. To that end, we draw on language classes developed for signature-based intrusion detection
systems and apply them to cloud service certification systems.
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Abstract: With Android applications processing not only personal but also business-critical data,
efficient and precise data flow analysis has become a major technique to detect apps handling
critical data in unwanted ways. Although data flow analysis in general is a thoroughly researched
topic, the event-driven lifecycle model of Android has its own challenges and practical application
requires for reliable and efficient analysis techniques. In this paper we present Apparecium, a tool
to reveal data flows in Android applications. Apparecium has conceptual differences to other tech-
niques, and can be used to find arbitrary data flows inside Android applications. Details about the
used techniques and the differences to existing data flow analysis tools are presented, as well as an
evaluation against the data flow analysis framework FlowDroid.
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Abstract: Dynamic loading of libraries is a widely used technique in Android applications. But includ-
ing and executing external library code does not only have benefits, it can have severe detrimental
security implications for the application and the user.
In this paper we explain the mechanisms of loading external library code into an Android applica-
tion and discuss resulting security implications. Since an attacker can easily impersonate libraries if
the application does not perform the necessary verification, loading such code can introduce severe
security problems. As a remedy, we present how external code can be verified and since currently
available application often do not perform such verification, we introduce a novel way to enforce
this verification. A prototype of this system has been published as open-source which can be easily
integrated into existing apps and libraries.
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Abstract: The ever-increasing popularity of smartphones amplifies the risk of loss or theft, thus
increasing the threat of attackers hijacking critical user accounts. In this paper, we present a frame-
work to secure accounts by continuously verifying user identities based on user interaction behav-
ior with smartphone touchscreens. This enables us to protect user accounts by disabling critical
functionality and enforcing a reauthentication in case of suspicious behavior. We take advantage of
standard mobile web browser capabilities to remotely capture and analyze touchscreen interactions.
This approach is completely transparent for the user and works on everyday smartphones without
requiring any special software or privileges on the user’s device. We show how to successfully clas-

Fraunhofer AISEC
Bibliography 67

https://doi.org/10.1007/978-3-319-17533-1_19
https://doi.org/10.1007/978-3-319-17533-1_19
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Abstract: Virtualization has become one of the most important security enhancing techniques for
embedded systems during the last years, both for mobile devices and cyber-physical system (CPS).
One of the major security threats in this context is posed by side channel attacks. In this work,
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behavior of installed apps. This includes the downloading of malicious files after installation, and
other file system alterations. That has grave consequences for device security, as any app – even
without openly malicious code in its package file – can still download and execute malicious files
without any danger of being detected by antivirus software. In this paper, we present a proposal
for an antivirus interface to be added to the Android API. It allows for three primary operations:
(1) on-demand file system scanning and traversal, (2) on-change file system monitoring, (3) a set
of basic operations that allow for scanning of arbitrary file system objects without disclosing their
contents. This interface can enable Android antivirus software to deploy techniques for malware
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Android’s security architecture and user data privacy is maintained. Through our approach, antivirus
software on the Android platform would reach a level of effectiveness significantly higher than
currently, and comparable to that of desktop antivirus software.
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Abstract: Managing of sharing information in social networks is a difficult task for users and can
violate the user’s privacy. The UMA protocol enables the "Authorizing User" to control access to
his/her own resources, i.e. identities, preferences, data, through an "Authorization Manager" (AM).
Based on user’s policies the AM may grant access to third parties that request for those informa-
tion. When a "Requester" attempts access to a protected resource owned and protected by the
authorizing user stored at some "Host", he is told where to go (the location of the AM) in order to
request an access token. When he gets to the AM, he might be asked to convey claims about the
requesting party, e.g. a web user or corporation, that satisfy the user’s policy. After obtaining the
right access token the requester is then able to receive the information he originally asked for. In
our presentation the protocol and current prototype development will be introduced in detail.
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