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Abstract—Cloud computing aims to provide services and re-
sources on a pay-as-you-use basis with additional possibilities for
efficient adaptation of the required resources to the actual needs.
Cloud networking extends this approach by providing more
flexibility in the placement, movement, and interconnection of
these virtual resources. Depending on the use, customers however
require the data to be located under a certain jurisdiction. To
ensure this without the need of trusting the cloud operator, we
propose a geolocation approach based on network coordinate
systems and evaluate the accuracy of three prevalent systems.
Even if the cloud operator uses supplemental measures like
traffic relaying to hide the resource location, a high probability
of location disclosure is achieved by the means of supervised
classification algorithms.

I. INTRODUCTION

Under the name of cloud computing companies offer dif-

ferent resources, e.g., processing, storage, and networking,

to customers. The abstraction level of these differs from

Infrastructure-as-a-Service (IaaS), which means that the cloud

operator offers pure hardware functionalities like hard disk

space or resources for a virtual machine image (e.g., Amazon’s

EC2 [1]), over Platform-as-a-Service (PaaS), where the cloud

operator offers a platform on which applications of customers

can be run (e.g., Google’s App Engine [2]), to Software-as-a-

Service (SaaS), where the cloud operator offers applications

to the customer (e.g., Google Docs [3]).

The concept of cloud networking extends cloud computing

in a way that it allows more flexibility in the placement,

movement, and interconnection of virtual resources. Optimally,

cloud networking crosses operator’s border in a way that

virtual resources can be connected automatically and can be

moved automatically from one operator’s side to another. With

such flexibility new possibilities for optimisation arise, i.e.,

virtual resources can be placed in a way such that network

load, the overall cost for the customer, or the latency of access

is minimised.

In today’s cloud infrastructures the customer often does not

exactly know in which data center a virtual resource is placed

and if the operator gives information on the placement the

customer cannot be sure if this information is correct. Even if

this information is initially correct the cloud operator might

move the virtual resource to another data center.

In both scenarios, cloud computing and cloud networking,

customers wants to protect their data by establishing security

policies that need to be followed by the provider. To a certain

extend, these can be verified by manually checking the policy

properties. However, this process can result in disproportionate

large efforts, if, as already mentioned the location of data needs

to be verified. Therefore, additional measures are needed. In

this paper we present such a mechanism for verifying the

location of virtual resources without the need of trusting the

cloud operator.

The location of data as part of a security policy is a result

of different legislative domains where virtual resources can be

placed and also the (often subjective) trust level of different

countries. For example American companies don’t want to

process critical data outside of America, whereas companies

from European countries probably may not want to move

critical data to the US because of the patriot act [4] that allows

US governmental institutions to access all electronic data.

Current approaches for geolocation can be classified to mea-

surement based and semantic based geolocation approaches,

both often used as basis of public databases [5], [6]. However,

both approaches show certain disadvantages and do not really

work if the device with the target IP-address relays the packets

to the desired destination. In this particular case the cloud

operator might move the virtual resource to another data center

and relaying all packets to and from the virtual resource

via the original IP-address. In this example both geolocating

techniques are not able to detect the new placement of the

virtual resource.

To overcome this shortcoming we propose the geolocating

techniques to be based on virtual network coordinate systems

(VCS). Through round trip time (RTT) measurements between

different locations in the Internet to the virtual resource,

the VCS allows an estimation of geographic locations. We

consider the virtual resource to be a Virtual Machine, which

is able to respond to the RTT requests and assume two cloud

topologies: first, the cloud resource to be connected directly

to the Internet and second, the cloud resource being placed

behind a relay node, providing the possibility of transparent

changes for the cloud provider. Based on these settings,

we evaluate our approach on three prevalent VCS, namely

Vivaldi [7], Pharos [8] and Phoenix [9]. Besides being a tool

for cloud users, the proposed technique could also be used

by the cloud provider to increase transparency and to prove

location stability of the resource.

The paper is organised as follows. First, we show in Section

II related work on policy verification in cloud computing

and geolocating techniques on the Internet, before Section III

describes the principles of virtual network coordinates. Sec-

tion IV introduces the framework for geolocating virtual

resources. We show practical measurements and evaluation of
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the framework in Section V and show further enhancements

for the framework. Finally, we summarise and conclude the

work in Section VI.

II. RELATED WORK

A. Security policy assessment in cloud computing

In cloud computing it is important in which jurisdiction

the data is stored or processed because of several national

regulations, e.g., the European data protection law [10]. On

the other hand there are regulations that enable governmental

institutions in some countries to access data stored in a cloud,

e.g., the USA Patriot Act [4]. In this case the user may not

want to place the data in this jurisdiction. The importance of

the location of data in a cloud is also stated in [11] and [12]. In

[12] the authors propose to assess the location of a cloud by a

trusted third party. However, this gives only a situational view

on the cloud infrastructure and the exact manual verification

of the placement of user data within the cloud is difficult.

There exist some work on the enforcement of security

policies and assessment in cloud computing. Especially, the

cloud audit group [13] works on the automation of audit, asser-

tion, assessment, and assurance in cloud computing. Basescu

et al. [14] propose a security management framework for

cloud computing for defining and enforcing security policies.

However, their approach does not include the assessment of

the correct implementation of security policies.

Mechanisms for technically enforcing security policies are

available as well, e.g., by using encryption techniques. Iskan-

der et al. showed in [15] a mechanism for the enforcement

of authentication policies. Policy enforcement by selective

resource sharing based on selective encryption is proposed

by Vimercati et al. [16]. Gentry [17] works on homomorphic

encryption that allows data processing on encrypted data. This

approach is practically not relevant because of computational

complexity and constraints on the operation. The same holds

for secure multiparty computation [18], [19].

B. Geolocating Internet nodes

Ever since the Internet exist, people have been curious on

finding out the geographic location behind a communication

partner, which is identified by an IP address. However, the

mapping of an IP address to a geographic location with a

certain accuracy is not trivial. Meanwhile, several approaches

have been developed, which can be basically divided into two

groups: measurement based geolocation and semantic based

geolocation. While the latter uses sources as whois or DNS

queries (e.g. RFC 1876) to associate an IP address to a loca-

tion, measurement based approaches use ping or traceroute.

Based on these techniques, several dedicated databases are

available, which offer geolocation services publicly. These

databases are usually quite accurate on country-level, however

as they are often proprietary and manually updated, the issue

of consistency and accuracy remains [20]. Especially with an

increased penetration of IPv6 addresses and consequently the

dramatic increase of IP addresses, these databases may be

difficult to maintain.

Initial methods of automated geolocating using latency de-

lays have been proposed by Padmanabhan et al. [21]. Methods

as in [22] improve this situation by the use of a combination of

measurement based methods and semantic based approaches.

However, these systems are still prone to error of up than

1000km [20]. In the same paper, Youn et al. propose a more

precise statistical geolocation scheme based on kernel density

estimation.

However, to our knowledge, none of these systems has

been tested in a more complex network environment with

additional relay nodes forwarding traffic to the actual recipient,

which is assumed here. Thus, in the following, we propose

an alternative approach of geolocation by the use of virtual

network coordinate systems based on RTT measurements in

order to identify the position of a virtual cloud resource.

III. BACKGROUND

Developed to predict latencies between nodes in the Internet

without large-scale measurements, virtual network coordinate

systems (VCS) also provide the ability to identify the location

of nodes. Based on latency measurements they assign a

physical network node to a position in an n-dimensional vector

space and in that way describe its location in relation to others.

Generally, the aim of such systems is to increase topology

awareness and as such to optimise network traffic behaviour

by predicting latency.

Based on dedicated hosts, which serve as landmarks with

known locations, Global Network Positioning (GNP) [23]

maps nodes in a geometric space in such a way that their

distance in the VCS represents the latency between them in

the physical network: latency(A,B) ≈ distance(A,B). It is

noteworthy that this approach works for RTT measurements

as well. For newly joining nodes, the positions are computed

in relation to the landmarks. Obviously, this approach has

the main drawback of a limited number of landmark nodes

and thus missing scalability. Hence, decentralised approaches

have been developed as such as Vivaldi [7] and Pharos [8].

The computation of the Vivaldi coordinate system is done by

estimation of propagation times between the nodes based on

the position of n randomly selected neighbours.

The precision of the VCS is usually expressed by the

prediction error, which defines the difference between the

calculated and real distance. In [8], Chen et al. showed that the

prediction error on short links in Vivaldi is much higher than

for long links. They therefore introduced Pharos, which uses

a hierarchical structure to minimise this error. A base overlay

predicts long links and attached local cluster overlays are used

to predict short links. Both overlays use the Vivaldi algorithm

though.

However, Vivaldi and Pharos are prone to a common

behaviour in the Internet, called triangle inequality violation.

The triangle inequality states that the distance between nodes

A and C is less than or equal to the sum of the distances

between nodes A and B and nodes B and C (see Formula 1).

d(A,C) ≤ d(A,B) + d(B,C) (1)
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In order to avoid violations of the triangle inequality,

Phoenix [9] uses a dot product based network system. Thereby,

nodes are first mapped into a distance matrix, in which every

entry represents the latency between nodes A and B. In a

next step this matrix is factorised into two smaller matrices

containing a corresponding vector for each node. The product

of these two nodes’ vectors then defines the distance between

the nodes.

Currently, VCS’s are already practically used by Peer-to-

Peer applications (e.g. Vuze1) trying to improve their perfor-

mance by the use of location information.

IV. FRAMEWORK DESCRIPTION

The following section describes the settings and the archi-

tecture of our framework for detecting the location of virtual

resources within a cloud.

A. Setting

The framework consists of two independent methods to

verify the location of virtual cloud resources based on VCS.

The first variant assumes that the cloud provider connects the

cloud resource v directly to the Internet and the users wants

to verify the location of his data in regard to the given policy.

In a second assumption, the cloud provider uses a relay node

(i.e. proxy) in order to redirect traffic to the virtual resource in

the cloud. This course of action avoids unnecessary changes

for the users but also allows a movement of data to different

locations without the necessity of an official notification. Fig. 1

describes the two latter sub-scenarios. Fig. 1 a) depicts the

case, in which the virtual resource is located close to the

relay node, within the same location, while in Fig. 1 b), the

cloud provider moved the virtual resource to another location.

However, both cases can be seen as the initial configuration

as long as the location of v is within the boundaries of the

policy-defined jurisdiction.

B. Architecture

The localisation process itself requires a set of n collabo-

rative landmarks K = {k1, k2, ..., kn} at distributed locations

L = {l1, l2, ..., lm}. The landmarks act as reference points

necessary to create meaningful coordinate systems. In the

context of this work, a location is equivalent to a country,

which usually defines the boundary of a jurisdiction.

Within the set of landmarks, every node is able to measure

the RTT to all other nodes. For the first case, this does not

necessarily imply any additional efforts for a user u, as he can

reuse publicly available resources as the King Data Set [24]

or the Caida DNS root/gTLD RTT dataset [25] for instance.

The only requirement is that the physical positions of the

nodes are known. In the case of a operating relay node, RTT

measurements are still required. However due to the nature

of VCS, a full set of measurements is not necessary. Vivaldi

for instance computes the coordinates based on n neighbours,

with n = 64 by default. It is noteworthy that both, latency

1http://azureus.sourceforge.net/
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Fig. 1. Schematic description of the framework. a) The virtual resource
is located in the expected cloud location. b) The cloud provider moved the
virtual resource to another location, hiding the new location behind a proxy.

or RTT can be used, measurements should only be performed

consistently.

Having a dataset ds available, the user u can integrate his

position into this dataset as well as the position of the virtual

resource v in the cloud. This is done by measuring the RTT

from the two nodes between each other and to the available

landmarks.

Based on this data matrix RTTmatrix, the user then com-

putes the network coordinate system (Formula 2) using a

prevalent algorithm like the one described in Section III.

V CS = f(RTTmatrix|u, v, ds ∈ RTTmatrix) (2)

Presuming that the euclidean distance between nodes in a

VCS maps to the real network distance , v being mapped to

its real physical location allows its classification to a particular

location li (i.e. in the same country). This requires a reference

landmark node kj to be placed in li. The prediction of v’s

location is then done by the use of a supervised classification

algorithm c (see Formula 3). As classification method, e.g.

Instance-based learning (IB1) [26] or supported vector ma-

chine algorithm (SVM) [27] can be considered. These methods

analyse the given data and predict the class for an input based

on classification patterns.
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li = c(V CS, v) (3)

If the real network location li has been determined correctly,

the classification is considered to be successful.

Periodic RTT measurements will then safeguard the current

position of the virtual resource. In case the cloud operator

moves v to another location, the RTT is changing and finally

reveals both the change of location and the new location. Thus,

the user of such a service can ensure that the cloud resources

are still in the policy-defined jurisdiction.

V. EVALUATION

As described in Section III, several VCS have been de-

veloped, hence three prevalent systems have been selected in

order to evaluate their accuracy in geographic localisation:

Vivaldi, Pharos and Phoenix.

As basis of evaluation, we used the PlanetLab network to

set up a network infrastructure with known node locations and

measured RTTs between 120 nodes, distributed in 28 countries

and 75 Internet routable networks (LANs). Based on this

selection, coordinate systems have been computed for all three

systems. Concerning the number of landmarks, we simulated

the location identification for 1,2,5,10,20,40,60,80 and 89

landmarks. Due to missing measurements, we had 89 nodes

available to test the two approaches (direct measurements

without a relay for reference and measurements through a

single relay node).
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Fig. 2. Performance comparison of VCS on country level

Evaluation of the results showed that for Vivaldi and Pharos,

the best results have been achieved using SVM, while the

classification algorithm of IB1 performed best for Phoenix.

For all systems, the classification has been done setting every

node as a possible user and verifying the determined location

of v. The nodes for v and L have been selected randomly from

the set of remaining nodes. Fig. 2 shows the performance of

the three VCS in regard to the number of landmarks.

Without relay nodes, Phoenix outperforms the other VCS

by correctly identifying the country of location of v in 90%

when using the maximum number of available landmarks. The

reason may be the insensitivity of Phoenix against the triangle

inequality.
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Fig. 3. Performance comparison of VCS on country level, the cloud operator
using a proxy server to hide the location of v

In the second evaluation, we assume that a relay node

is present all the time and used to relay traffic to another

node, either located within the same geographic location or in

another one. Thus all traffic to the PlanetLab nodes has been

sent through a relay node, located in Amsterdam/Netherlands

and again the RTT has been measured as basis for the VCS.

A general increase of the RTT can be identified with a mean

of 279ms and a standard deviation of 192ms.

Again, Phoenix outperforms the other VCS and achieves a

precision up to 52% when using 80 landmark nodes. Even

though the classification on country-level shows a significant

decrease of performance, it still can give an indication of the

location. A 2D plot of the Phoenix coordinate system for in-

stance (Fig. 4), shows that most European nodes are clustered

closely together, which makes geolocating on country level

difficult. However, picking one of these nodes, the surrounding

nodes still give a strong indication that this node is located

within Europe and not moved to another continent for instance.

Another observation indicates that the performance depends

strongly on the location of all involved nodes. These aspects

will be considered in future work.
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VI. CONCLUSION AND FUTURE WORK

In this paper, we showed how network coordinate systems

can be used to verify the location of virtual cloud resources

and to detect geographical node movements, by this being

able to identify possible policy violations. Therefore, we

evaluated three virtual network coordinate systems in regard

to their performance of associating virtual cloud resources to

geographic locations. The proposed solution highlights that

VCS-based geolocation is possible even through location-

concealing relay nodes without the requirement of large-

scale measurements. Within the three selected coordination

systems, Phoenix performs best, providing an accuracy of

52%. In addition, the VCS allows the identification of node

movements, which we will quantify through future evaluation.

In the course of the evaluation, we also identified a relevant

aspect with the potential to improve the achieved accuracy,

namely the integration of already existing location knowledge

of nodes in the neighbourhood. For instance, nodes within Eu-

rope are difficult to classify per country, but they can provide

additional location information. With the help of a modified

classification method and the inclusion of these nodes, we

expect further significant improvement of our approach.

Another aspect of improvement is founded on the avail-

ability of publicly available datasets, which may get outdated

over time. Thus, an own data set could be constructed by the

help of collaborative users with the same interest in policy

compliance. Users, willing to provide the geographic location

of a node and willing to perform basic RTT measurements

may be in a position to create a fully distributed up-to-date

knowledge base.

Based on such a knowledge base, a further step will be

the creation of fingerprints of the cloud datacenters. With the

help of these fingerprints, users of cloud services will be in

a position to easily identify the location of their virtual cloud

resource easily. A fingerprint itself could be created out of a

distance profile, extracted from the systems’ coordinates. This

aspect will be part of future work.

During this work, we concentrated on presenting a verifica-

tion method for cloud users, however, the approach may also

be utilised by cloud providers towards more transparency in

their processes and/or interfaces.

Finally, the VCS face certain vulnerabilities, which we

did not consider in the frame of this work. These, as such

as Byzantine attacks or coordinate inflation, deflation and

oscillation attacks (e.g. [28], [29], [30]), are subject of distinct

research.
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