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Abstract
The negative impact of product piracy is a threat that needs to be taken seriously. It affects not only original equipment manufacturers but also defrauded
consumers and damaged economies. Manufacturers lose market shares and suffer damage to their images. Consumers (unwittingly) use substandard products
of questionable safety and reliability. Declining investments, job cutbacks and tax
losses ultimately even weaken economies.
Embedded systems are an integral part of many modern investment and consumer goods. Unless preventive technological protection is provided, sophisticated technologies permit attacks to be made on hardware and software in
embedded systems. The attacks range from targeted modification to complete
reverse engineering and product piracy. In this report, we discuss the ways in
which attacks can occur as well as the protection measures that are taken to
fight product piracy through technological means.
Fraunhofer AISEC develops technological protection measures for fighting product piracy and protecting business assets on the basis of the latest scientific findings. Our application-oriented security specialists have many years of project
experience and proven expertise in the field. Our offer includes, among other
things:
• A modern lab for hardware security analyses and system evaluations
• Product-specific security solutions
• Hardware- and software-based protection measures and barriers to imitation (protection against manipulation, reverse engineering and product
piracy)
• Identification of components and spare parts
• Design security
• Practicable implementation of modern encryption techniques
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1 Product and know-how piracy
The piracy of products, components and designs causes enormous economic
damage that is constantly reaching new record-breaking levels. The victims
are predominantly the companies whose products are being pirated and copied.
Copied goods are then sold under conditions that distort competition and markets. The negative effects extend from the loss of market shares and damage to
a company’s image to job losses. As a direct consequence, this also places an
immediate burden on the economy. However, negative consequences also affect
consumers—for example, if a substandard counterfeit of questionable safety and
reliability is passed off onto an unsuspecting buyer who thinks he is purchasing
a brand-name product.
It is estimated that product piracy affects 10% of the global trade in goods, and
the economic damage runs to as much as 300 billion euros [18]. In a study published in 2011, the International Chamber of Commerce (ICC) put the full scope
of the shadow economy for counterfeits and pirated copies in the G20 countries
at as much as a total of 650 billion U.S. dollars in 2008 [3]. Pirated copies of
music, movies and software accounts for a share of this figure amounting to 30
to 75 billion U.S. dollars. Negative macroeconomic effects cause damage valued
at around 125 billion U.S. dollars, including such problems as tax losses, higher
costs of criminal prosecution and loss of foreign investments. In addition, more
than 2.5 million jobs have been lost, according to the study. In a study published
in 2010, the annual loss in the German engineering sector amounts to an estimated 6.4 billion euros, according to the Verband Deutscher Maschinen- und
Anlagenbau (German Engineering Federation) [16]. And the trend is growing.
The range of products affected by piracy is enormous. The problem impacts both
consumer and investment goods. Examples of imitations can be found in the
textile and clothing industry, digital media (pirated copies of music, movies and
software), mechanical assemblies and even electronics (both individual components and entire systems). Modern reverse engineering and rapid prototyping
processes make sophisticated methods and tools available for system analysis,
manipulation and product cloning [4, 13, 15].
The tools available for protecting products against piracy are as varied as the
products affected. To fight piracy, however, an obvious step is to use protection
measures that are aimed at securing a company’s own core know-how. Effective
protection against plagiarism means that companies must take precautions, and
a primary focus in protecting embedded systems should be placed on technology.
Suitable measures can help counteract reverse engineering or the unwanted manipulation of electronics or software.

8
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1 Product and know-how piracy

1.1 Definitions
Product piracy can be broken down into different categories, which is why a
definition of the term is provided below along with a discussion of the systems
addressed in this article.

1.1.1 Product piracy
In everyday speech, the term product piracy is used synonymously with other
designations, such as product counterfeiting, plagiarism, product imitation and
brand piracy. The definition according to [12] makes an initial distinction between imitations and originals: a) An imitation is created after the original; b)
the imitation has a similar application functionality to the original from the customer’s point of view; c) the imitation is based on the same or a very similar
technology as the original; and d) the imitation is created on the basis of an
illegitimate use of someone else’s technological know-how. Imitations typically
copy certain features of an original product in part or in their entirety. According to [12] the two classes, plagiarism and counterfeiting, form special types of
imitations. Plagiarism involves passing off someone else’s intellectual property
as one’s own creation. Counterfeiting unlawfully passes off another person’s
creation as one’s own product. The term product piracy covers both counterfeiting and plagiarism. According to [18], product piracy is the forbidden copying
and reproduction of goods for which the lawful manufacturer holds intellectual
property rights, design rights and process rights.

1.1.2 Embedded systems
An embedded system is an electronic system (computer) that is embedded in a
specific application-oriented context. Common functions are measurement, control, regulation, data monitoring and signal processing. The underlying computer
system is highly specialized: Both the hardware and software (firmware) are optimized for a specific application scenario. Typical conditions are: minimal costs,
limited use of space, energy and memory and long-term usability. The ability to
process data in real time is often another important requirement. Examples of
embedded systems are shown in Figure 1.1.

1.2 Fighting product piracy
Original equipment manufacturers can take both organizational and legal steps
as well as technological ones to protect their interests and fight product piracy.
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(a) Digital Receiver

(d) Game Console

(b) EC Terminal

(c) Navigation System

(e) Smartphone

(f) Scale

Figure 1.1: Examples of embedded systems

Protection measures have either an undifferentiated effect (applying to all of a
company’s products and know-how constituents) or a differentiated effect (applying to only selected product groups and know-how constituents). Strategic
measures are investigated in [12]. Von Welser and González [17] discuss legal
and organizational measures to fight product piracy. Experience with the practical application of protection measures are described in [9, 2, 1].
The organizational measures include, for example, selecting production facilities
as well as access to regulated and secured know-how and managing the chain
of supply and innovation.
Legal action includes applying and enforcing legal protection of industrial property (e.g., patents, trademark rights). Note that the company goals must be
consistent with competition and antitrust laws. This means that any interests of
consumers and competitors that may conflict with the company’s own interests
are protected under the law: Free market competition is desirable and laws are in
place to prevent the formation of monopolies. Figure 1.2 shows an overview of
the relevant terminology relating to intellectual property and competition law.
A wide range of technological measures are possible which can take effect on
different levels. On the one hand, a company’s internal communication infrastructure can be protected against industrial espionage in order to prevent unwanted
transfer of valuable company know-how. In addition, companies can use suitable
IT security tools (such as intrusion prevention solutions or data leakage preven-
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Figure 1.2: Relationship between different types of intellectual property under competition laws

tion measures). On the other hand, technological countermeasures that are integrated right into the products can make it difficult to reverse-engineer products.
It is also possible to take suitable precautions that increase protection against
manipulation. Additional technological means include labeling and identification
methods for distinguishing between original and counterfeit products. A comparison of the primary characteristics of both areas labeling & identification and
anti-reverse engineering can be found in Table 1.1.
To effectively fight product piracy, attack scenarios and protection goals must
be coordinated. The implementation of suitable protection measures must ultimately be practical, economical and compliant with the law.

1.2.1 Taking attack scenarios into account
The attack scenarios are product-specific and can vary a great deal. As a result,
coordinated protection measures must be selected. For example, the primary risk
for a manufacturer of game consoles is not the fact that the product is cloned1 ,
1

In this case, proprietary and exclusive components (such as special graphic chips) are normally used to prevent product cloning.
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Labeling &
identification
Target group for the measure; (work to be performed
by . . . )
Testing & target group awareness required
Protection against product-specific know-how transfer and intellectual property
Protection against manipulation

Distribution parties
(customs, dealers) &
possibly customers & ggf.
Kunde
Yes

Anti-reverse
engineering
Competitors,
imitators
No

No

Yes

No

Yes

Table 1.1: Comparison of technological measures

but rather that hardware or firmware manipulations make it possible for anyone,
even lay people, to play pirated games [8, 14]. The same applies to navigation
systems: Manufacturers want to sell the latest maps for their devices. Therefore,
they are interested not only in protecting the navigation software against pirated
copies but also the map material, in particular. An interesting example involves
manipulated card readers (terminals) for bank cards: There have been cases in
which defrauders used additional hardware that was secretly integrated into the
devices (hardware-based Trojan horses) to steal PIN numbers and card data [6].
The information obtained was forwarded directly to the defrauders over the mobile communications network in the form of SMS text messages. The mobile
communications technology needed to do this was part of the Trojan horse hardware. The difference between this approach and so-called "skimming" attacks
is that the additional hardware is not simply placed as unobtrusively as possible
on the terminal housing from the outside, but the special Trojan horse hardware
is integrated right into the card terminal as electronic modules. This can be done
either in a poorly monitored production or sales chain or by targeted break-ins
into the points of sale where high-traffic card terminals are located.
A product’s life cycle is also important in assessing the threat of piracy.For example, a mobile telephone that is cutting-edge today loses its attractiveness for a
broad customer base after a certain amount of time (approximately two to four
years), when the technology is considered outdated. This gives a product pirate a
shorter time window in which he can create and market imitations. On the other
hand, products exist that have a much longer life cycle and can be sold nearly
unchanged within this period of time (e.g., industrial equipment or spare parts
in the automotive industry).
It would be plausible to assume that the product pirates take a product- or
component-specific approach to their work, i.e., that they select their methods
and tools according to their objective. In a product composed of several modular
components (such as a housing, mechanics, electronics, software), the product
pirates can use a practical method for categorizing the individual constituents:
Which components are standard and where is there special or valuable knowhow that is worth extracting? They can then decide which cloning variant is

12
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most suitable: to adopt the concept or create a slavish one-to-one copy.
Depending on the system complexity, they can also follow specific strategies for
individual components. Viewing individual categories or product components
permits a reductionist solution approach. According to the principle of divide
and rule, pirates can also selectively analyze and understand complex subcomponents. In other words, they can focus their efforts on interesting and valuable
components and acquire expert knowledge as needed. This enables them to
also grasp and understand the totality of a system. The reductionist approach
gives product pirates several ways in which to proceed (standard components
are assumed to be available):
Focusing and specialization: One option is to use targeted and specialized methods and tools that make it possible to reverse-engineer relevant subcomponents.
For example, 3-D scanners could be used to clone housings in order to determine object dimensions for computer-assisted design and manufacturing methods [13]. On the software level, binary code analysis would be one example for
which specialized knowledge, procedures and tools are needed, depending on
the computer system [4].
Substitution and modification: If individual components are resistant to reverse
engineering, an alternative technology or a functionally similar subcomponent
may be used which is easier to clone or may even be available as standard technology. This approach therefore involves substituting technologies or components.
As a result, the clone may be lower tech or of poorer quality, since the product
pirate replaces a more advanced technology that he has not mastered with another one (for example textbook technology). The loss in quality is often not easy
to perceive, i.e., the cloned product may bear a very similar physical resemblance
to the original product and also appear to function equally well at first glance.
Instead of creating slavishly exact copies, the plagiarist’s stated goal may also be
to produce "only similar" plagiarized products or conceptual counterfeits. The
targeted deviation from the original product can affect both the functional and
material properties of the cloned product. Functional modifications are reflected
to a greater or lesser degree in the product characteristics. Material-specific deviations, on the other hand, can be viewed as substitution variants that do not
necessarily have to have a functional impact—despite such modifications, a clone
of this type may under certain circumstances meet the criteria for a slavish copy,
depending on how strict an evaluation is made. Modifications can, of course,
also affect the outer appearance or the operating concept. Of particular import
are safety-relevant deviations that negatively impact operating safety, for example, or which make it impossible to meet safety standards—in the worst case,
moreover, falsified seals of quality create the appearance that the products are,
indeed, safe.
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1.2.2 Determining protection goals
Confiscated imitations are often analyzed to gain a better understanding of how
pirates work. The imitations can be used to determine the quality of product
clones and, if possible, identify organizational and technological approaches. At
the same time, findings on the market penetration of counterfeits and the product pirates’ financial resources may be of interest. It may also be possible to gain
information about organizational structures from the distribution channels.
In principle, the original product should be examined for "risk of cloning" as a
preventive measure against product piracy. The amount of effort it takes to clone
a product must also be determined. A product pirate will set his own objectives,
depending on the product characteristics. As explained above, he can try to
extract interesting knowledge from the product or (if possible) replace complex
components with lower-quality alternatives.
A methodical analysis of the components is most useful for copying a product.
The product is broken down into its constituent parts in order to discover functional or technological dependencies. Among other things, standard and nonstandard components are identified.
In producing a counterfeit, the product pirate has boundless flexibility when it
comes to making deviating changes to the original product. In this context, it is
important to correctly assess the possibilities and limitations of potential protection goals and measures.
In some situations, general observations can be made on the ways in which the
individual subcomponents can be protected. By breaking the product down into
its basic components (product partitioning), one ideally obtains a useful means of
categorizing the level of protection that individual product components require.
Measures should be aimed at the product’s value to the company and the need
to protect this value. An appropriate focus reduces complexity.

1.2.3 Implementing protection measures
In protecting the product through technological means, local, isolated measures
can be taken as well as holistic ones that link a housing, for example, or form of a
product with its electronic interior or which interconnect hardware and software
cryptographically. The question arises of what measures will offer the totality of
a system (the overall product) adequate protection against plagiarism . In certain
situations, modular protection provides local and isolated protection mechanisms
that can be systematically circumvented or removed. Technology or component
substitution enables an alternative technology or a functionally similar subcomponent to be used. This approach would make it possible to copy a concept.
A product-specific and holistically coordinated application of multiple protection
measures offers a relatively high level of protection (see Figure 1.3).
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Measures
category

Warranty,Wservice,
spareWparts

IdentificationWofWvaluableWknow-how
DefinitionWofWspecificWprotectionWgoals
IdentificationWofWappropriateWprotectionWmeasures
CommerciallyWavailableWsolutions
Target-specificWinnovations
...

ProtectionWagainstWknow-howWtransfer

MarketWlaunch,
distributionWpolicy

TechnologicalWmeasures

Production

LegalWmeasures

VerificationW/
Test

OrganizationalWmeasures

Prototype
production

Procedure

ProtectionWagainstWmanipulation

ConceptionW/
Design

Objective

ProtectionWagainstWimitationWzplagiarismWorWfalsification)

ProductWdevelopmentWandWlifeWcycle

ImplementingWprotectionWmeasures
VerifyingWprotectiveWeffect
Constraints
AttackWscenarios
EffortWzorganizational,Wtechnological)
EconomicWfeasibility

Figure 1.3: Protection measures in a product’s life cycle

A product’s technological characteristics have a significant influence over the risk
potential. The widespread standard technology, which is used in order to reduce
costs, is particularly susceptible. Such non-exclusive technology can typically be
purchased and used by anyone. Simple textbook technology is easy to clone or
can be replaced by functionally similar technology. A comprehensive protection
measure alone (that goes beyond the standard technology) appears to be beneficial in this case. Ideally, the core technology offers good protection against
cloning per se, since it is difficult to master, requires specialized know-how, and
the product characteristics are largely dependent on this unique technology. An
example is described in [9, section 3.3.5].
An important consideration is certainly also how difficult it is to extract knowhow from the product. Both hardware and software solutions may reveal valuable know-how through reverse engineering methods [13]. Once again, the
underlying technology (to be analyzed) can be a determining factor in the effort
required. Let us take binary code analysis as a specific example: In this regard,
many powerful tools (some of them available for free) exist for the x86 computer
architecture (such as disassemblers, debuggers, emulators, analysis of file and
memory images), while far fewer tools—if any at all—are available for exotic
computer architectures. Technological expertise is helpful for specific effort and
costbenefit analyses. On this basis, for example, it is possible to assess whether
suitable tools are already available for analysis or whether they must first be developed (which would be more expensive and time-consuming).
Useful protection measures may under certain circumstances also apply to the
production methods, production facilities and possibly even the distribution channels. Suitable organizational and possibly also technological measures permit
constructive and protective action to be taken in these areas (technological dif-
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ferentiation [9, section 3.3.5], track & trace technology, measures to combat the
gray market).
The protection goals must be formulated on a product-specific basis and thus
relate only to specific product characteristics, production methods or distribution
channels (see Figure 1.3). The amount of protection to be achieved with which
measures must be determined and an assessment made as to how much of an
obstacle to piracy a plagiarist must overcome. The protection will have to cover
the core competence in the product, which should be the primary protection goal.
Once again, different degrees of distinction can be considered. It is important to
identify the limits of the selected or implemented protection measures (evaluation
or verification of the level of protection in relation to the protection goals).

1.3 Case study: Digital receiver clone
As the world’s oldest and largest manufacturer of antennas and one of the leading suppliers of communications technology, Kathrein fell victim to product pirates in 2008. Kathrein published documentation relating to the clone of its UFS
910 digital receiver [7], on which basis the company brought attention to the
differences between the original and the counterfeit. This case study very clearly
illustrates how product pirates work.
In many cases, consumer deception begins with imitation of the packaging and
housing. Care is taken to ensure that the consumer will identify the counterfeit as the original product without hesitation. Since special attention to these
precise points was paid in the case of the digital receiver, this counterfeit was a
slavish counterfeit. Differences from the original packaging can be detected only
through direct comparison [7]: Certain labels are printed directly on the packaging, the glued-on serial number does not match the one on the device, and the
design is that of the previous version. Differences on the receiver housing and
the remote control are also not easily discerned by the consumer. Minor details
such as paint pigmentation or a different arrangement of ventilation holes are
not immediately apparent without making a direct comparison.
Although counterfeits could often be identified by close examination just a few
years ago due to poor quality processing, the optical quality has since improved
so much that the copy cannot be distinguished from the original at first glance.
Counterfeiters benefit from a large selection of tools such as high-resolution
cameras, 3-D scanners and similar devices. Manufacturers of the original products cannot easily protect the outer appearance of their products. One way that
they can make the design of their packaging or housings distinct from that of
copies is to mark them with hard-to-fake code patterns or electronically readable
labels. This includes holograms and optically variable inks whose security is based
on the confidentiality or limited availability of the technology, closure seals that
are destroyed when the product is opened, limited access to microlettering technology (e.g., in euro bank notes), 1-D, 2-D and 3-D barcodes, encrypted security
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codes and RFID transponders. There are also special paints, microparticles, DNA
labeling molecules, laser-based surface scans and digital watermarks that can be
checked only with the use of special measuring equipment [2]. Although these
markings allow counterfeit products to be identified, they do not prevent their
manufacture or the use of someone else’s intellectual property, as illustrated in
Table 1.1 above.
If we take a closer look at the clone’s interior, we can detect a number of substituted standard components [7]. These components are USB and CI slots that are
structurally identical but purchased from other manufacturers, as well as power
plugs with non DIN-EN-compliant labeling and a different SCART module. In addition, there are other components that come from the same manufacturer but
do not match the original design, such as a display with a different character
size.
Certain modifications resulting from lack of know-how can also be identified.
Thus, a protective film between the power supply unit and the RS232 board,
which is used in the original product to meet safety standards, is incorrectly
mounted. A deep standby circuit for conserving energy is also integrated into
the original power supply unit and missing from the clone. Although the lack of
a deep standby circuit does not affect the functionality of the product, viewed
from the outside, it does reduce the quality of the clone.
In the following sections, we explain in greater detail how hardware and software
reverse engineering gives counterfeiters the opportunity to clone most of the
hardware and even the software installed on the device and what can be done
to prevent this.

Fraunhofer AISEC
Protecting Embedded Systems Against Product Piracy

17

2 Protecting embedded systems
To reach the intended level of protection for embedded systems, the analysis and
protection measures are first examined separately for hardware and software.
The different levels of the measures inevitably overlap at certain points where the
hardware and software must interact. To protect the overall system, hardware
and software measures must therefore be coordinated with each other.

2.1 Hardware reverse engineering and countermeasures
There can be different reasons for the desire to analyze a third-party system,
or more precisely, to engage in reverse engineering. Apart from illegal cloning
and copying of original products, reverse engineering can be used for economic
purposes, for example to assess the value of a competitor product as well as
the profit margin the product is giving a company on the market. In addition,
the knowledge thus obtained can be used to further develop a company’s own
products or to compare them with the competition.
If a company wishes to expand its product range, reverse engineering a competitor product available on the market is often easier or more efficient than
investing time and money in its own research and development work. From a
legal standpoint, reverse engineering of electronics lies in a gray area between
legal analysis of competitor products in order to make one’s own product compatible or exposing plagiarism and illegal copying and thus copyright violations
and patent infringement.
Companies such as the Canadian Chipworks have specialized in reverse engineering. In a 2009 publication [15], they reported on current procedures used
to analyze semiconductor electronics. They divide reverse engineering into the
following steps:
• Product teardown - identifying products, packaging, internal boards and
components
• System level analysis - analyzing functions, timing and signal paths
• Process analysis - investigating the technology used
• Circuit extraction - reconstructing the in-chip circuitry
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2.1.1 Product teardown
Product teardown or, in other words, identifying individual components, is the
top level of reverse engineering. The circuit components used are of interest,
for example, in estimating material costs. The board is photographed and the
components identified on the basis of the printed labels on their housings.
Such analyses cannot be easily prevented, but the product teardown can be
made more difficult by modifying the labels used, removing them with lasers
after assembling the board (laser erasure, see Figure 2.1) or not printing them in
the first place. The circuit can also be encapsulated with opaque epoxy resins,
polyurethane resin or silicone rubber. However, encapsulation can cause problems with heat management and system maintenance, since these techniques
were originally designed for components under harsh climatic or high-vibration
conditions.

Figure 2.1: Removed package labels make chip identification more difficult

However, this measure is circumvented if the reverse engineer has access to an
x-ray machine or a tool for removing the chip package (etching agent, grinding
equipment). This reveals the chip designations that the semiconductor manufacturers attached directly to the chip for identification, as shown by a photo of an
exposed microcontroller in Figure 2.2. The enlarged image section on the left
shows the chip in question.

2.1.2 System level analysis
The next step is to conduct a system analysis, in which the communication between components is analyzed in addition to component identification. A distinction can be made between reverse-engineering the system and functional
analysis. When reverse-engineering the system, a photo of the circuit is first
taken, just like in product teardown, and the identified components and their
connections are noted. The board is thus broken down into its individual parts
piece by piece and analyzed. In the case of multilayer boards, each individual
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Figure 2.2: Unpacked microcontroller reveals manufacturer name (Atmel AVR)

layer is first removed, digitized and the system functionality reconstructed using
software tools.
Another procedure is functional analysis in which the focus is not a precise identification of the component bur rather its functionality. All that is usually needed
to do this is a signal generator, a logic analyzer and an oscilloscope [15]. Using
certain patterns, the system is excited by the signal generator to perform operations and the functionality of the chip evaluated with the logic analyzer and the
oscilloscope. This method can be used for substituting components.
Like with product teardown, the analysis is made more difficult by removing
the chip labels or encapsulating the circuit in order to prevent evaluation of the
images from being automated with software tools. Designing the board with a
multilayer structure can make it more difficult to trace signal paths.
The system analysis can be used to determine not only the functionality of a
chip but also the software running on a microcontroller or the implementation
of an FPGA. Uncovering this information can be made more difficult on both the
software and hardware levels. On the software side, the code can be disguised
or its legibility made more complicated. Further details are explained in section
2.2.
The main weak points in the hardware are memory elements for storing the
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machine code for microcontrollers or the implementation of an FPGA. Special
attention must be paid to memory space for sensitive data. In security modules,
it should not be possible to simply read secret keys from memory or over corresponding signal lines.

Figure 2.3: Anti-tamper protection: Special chip package permits physical detection of an attack

These memory elements can be read, among other things, over the programming
and debugging interfaces of a chip, which are actually provided for programming
and troubleshooting purposes and which are present almost exclusively in the terminal devices 1 . So-called software and hardware fuses, which are intended to
prevent the memory element from being read, are therefore installed more and
more frequently in chips. This is accomplished, for example, by setting certain
bits in the chip or by fusing corresponding control lines. These fuses are not always resistant enough to withstand manipulations with targeted methods. Fuse
bits that are set can be reset by laser charge injection, while fused lines can be
localized by IC microsurgery, process analysis and circuit extraction and bridged
directly on the chip. Once the fuse is reset, the system analysis can continue. Effective countermeasures are wire meshes and reactive membranes that are placed
around the chip or module and electrically connected to it. If the chip package is
then opened for circuit extraction, which destroys the wire mesh or membranes,
this will result in destruction of the entire chip functionality (see Figure 2.3).
1

The following are relevant, for example: Joint Test Action Group (JTAG), Universal Asynchronous Receiver Transmitter (UART), Trace Analyser, In-System Programming (ISP).
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Due to the rapid increase in integration of programmable chips into embedded
systems, FPGA manufacturers, in particular, are facing the challenge of developing concepts for effective protection against copying. In principle, there are
two types of FPGAs: SRAM-based FPGAs, which load their configurations from
an external, non-volatile memory at system startup, and non-volatile (flash or
antifuse) FPGAs, whose configuration remains the same after a one-time write
operation. When using SRAM-based FPGAs, care must be taken to ensure that
the configuration data cannot be read over the data bus while it is being loaded
to the FPGA. All FPGA manufacturers achieve this by relying on proprietary bit
streams, which are intended to make it difficult or impossible to decipher the
underlying code. However, this does not prevent the FPGA from being cloned,
since the bit stream can be loaded one-to-one to a structurally equivalent FPGA.
As a result, the bit stream is often stored in memory in encrypted form, transmitted to the FPGA at system startup and then decrypted in the FPGA. A suitable
key management system is needed for this purpose so that the key cannot be
read from the chip. Fraunhofer AISEC in Munich is currently researching a new
key management method. This is done by taking advantage of minor inaccuracies during chip manufacture which inevitably arise from process fluctuations, in
order to generate a unique, electronic fingerprint. This fingerprint can then be
used as the key (see Figure 2.4).

Figure 2.4: Using physical unclonable functions for generating secret keys

The advantage of this method is that the key can be generated at runtime and
does not have to be stored in a memory. In addition, the inaccuracies in the
circuitry cannot be reconstructed and the fingerprint thus cannot be copied. This
is therefore also known as a physical unclonable function (PUF). Scientists have
been researching how to integrate PUFs into circuits since 2002. During that
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time, different variants for implementing PUFs have been developed. One of
them is described in [5]: A PUF is integrated on a single chip in silicon, together
with the associated measuring electronics.
In many cases, it is not enough to simply store the key. A further analysis is added
which enables an attacker to calculate the secret key with the help of physical
information emitted during encryption. This analysis is known as side channel
analysis and makes use of the physical variables of time and power consumption.
An "unprotected" cryptographic circuit may require different amounts of calculation time, for example, depending on the message to be encrypted and the key
used, since different functions are performed or different numbers of memory accesses made, depending on the data. If the message, for example the encrypted
bit stream for an FPGA, is known, the key used can be determined with the aid of
statistical calculations. In the same manner, the key can be calculated using the
power consumption or electromagnetic radiation of the chip. Almost all circuits
today are manufactured in CMOS technology. This technology consumes current
only when the transistors in the chip change from one state (0 or 1) to the other
state (1 or 0). Different numbers of transistors must change states to achieve the
different combinations of messages and keys. The difference can be detected in
the power profile and provides information about the key.
In addition to the side channel analysis, the cryptographic circuit can also be
forced to make calculation errors due to external influences (heat irradiation,
changing the supply voltage or clock frequency, laser charge injection, etc. –
Figure 2.5). The key can then be determined by comparing the incorrect and
correct outputs. This is therefore referred to as an fault attack.

Figure 2.5: Error attack by means of laser charge injection
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Countless countermeasures already exist to make it more difficult to perform
side channel and fault attacks that are based on randomly installed dummy operations, data masking, dual rail technology2 or even built-in sources of noise.
However, the physical security vulnerabilities and countermeasures associated
with them are always dependent on the chip and implementation. The attack
methods and countermeasures are therefore always in competition. Research
groups such as Fraunhofer AISEC therefore are constantly on the lookout for
new security vulnerabilities and are developing specific protection measures for
this purpose.
Special hardware modules exist which are hardened against the attacks described
here (also see [11]). In most cases, however, no protection measures have yet
been integrated into today’s widely available and cost-effective standard chips.
Information about the component technology used is needed for some of the
system analysis steps presented here. Process analysis and the circuit extraction
usually associated with this analysis are used for this purpose.

2.1.3 Process analysis
Information on the process variables, material and structure of a chip is obtained
with the aid of the process analysis. The analysis methods and tools are commonly available, since every semiconductor manufacturer needs them for process
control and production error analysis. The first step is to remove the package
(depackaging). This is done by etching with different acids, also by grinding in
the case of ceramic packages. Once the chip has been exposed, various microscopes (scanning and transmission electron microscope, scanning probe microscope, etc.) and chemicals can be used to expose material transitions, structure
sizes, number of layers and p/n-doped zones. There is no protection against this
analysis.

2.1.4 Circuit extraction
Following depackaging and after determining the individual layer thicknesses on
the basis of the process analysis, layer after layer of the chip can be removed by
means of different etching and polishing steps. It can then be photographed and
the information obtained finally reassembled with software.
The photographing step is followed by the actual circuit analysis. All transistors,
coils, resistors, capacitors and conductors must be identified in the individual
layers and connected to each other. Depending on the circuit complexity, this is
done either manually or with tool support. A final verification checks whether all
components are connected and no vias (Vertical Interconnect Access) are open.
2

Inserting a second encryption operation that processes precisely the opposite item of data.
The objective is to ensure that the power consumption always remains the same.
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Figure 2.6: Microscope makes the inner circuitry of a microchip visible

Figure 2.7: Microprobing in an opened chip

The result is a circuit diagram that may, however, be very unclear, due to today’s
high function block density. Experienced analysts therefore examine the diagram
more closely, identify the function blocks and thus simplify the representation.
The result of this analysis can be a list of circuit diagrams for each layer, a com-
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plete network list, circuit simulations, block and timing diagrams or even circuit
equations [15].
An example of the practical application of circuit extraction is described in [10].

2.2 Software reverse engineering and countermeasures
Access to the machine code of a microcontroller (hex dump) or the FPGA implementation raises the possibility that the entire know-how invested in the chip
may be extracted. Knowledge of the processor used and its command set enables the machine code to be converted back into assembler code with the aid of
disassemblers. Since assembler code is usually not clear enough, additional tools
(decompilers) exist which convert the assembler code to a more understandable
pseudo code (see Figures 2.8, 2.9 and 2.10).

Figure 2.8: Hex dump of an x86 machine code

If one manages to read non-volatile memories such as flash chips or to otherwise
obtain firmware code (such as update files provided online), knowledge of the
associated file system and reverse engineering often make it possible to obtain
important information, (configuration) files or secret parameters. This information also allows targeted manipulation of the firmware. Security queries may
thus be compromised or enhancements made to the firmware. Practical examples include unauthorized unlocking of computer software (privilege escalation,
expansion of rights) by means of so-called jail breaks (in the case of smart phones
or game consoles, for instance).
Once access to the code is gained, it can be easily transferred to structurally
identical chips. Although verifying a code copy is not a simple process, there are
ways to provide digital watermarks (known from image and music protection) on
the code level or to prove through statistical methods that the probability of the
same code sequence randomly recurring is too slight. If a copy can be verified,
there are legal remedies for taking action against the counterfeiter.
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Figure 2.9: Disassembling the hex dump yields the assembler listing belonging to Figure 2.8
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Figure 2.10:
To gain a better understanding, the assembler listing in Figure 2.9 can be converted to a pseudo
code listing by decompilation

Many countries make it illegal to circumvent the copy protection mechanism of
software and implementations for commercial purposes. In addition to protecting illegal copies of the software code, many companies do not want to disclose
the know-how they have integrated into the software or hardware. Methods or
calculation specifications developed in-house are often a decisive competitive advantage and therefore need to be kept secret. The original manufacturers therefore attach great importance to enforcing the protective goals of copy protection
and anti-reverse engineering for their products. For this reason, both software
developers and circuit designers increasingly seek to protect their developments
against espionage.
In principle, no exclusively software-based methods exist to protect products
against third-party attacks. Effective protection against data espionage or reverse engineering of software products requires a certain amount of hardware
support. If the complete binary code of the software is available, the protection measures contained therein can be analyzed, provided that they are only
software-based. For example, it is of little use to incorporate a cryptographic
process and associated key into the software code in order to use it to protect
other software components. This is due, among other things, to the fact that
software cannot be protected against modification, emulation or monitored and
controlled execution on a virtual machine without hardware support. Suitable
hardware support can be used to provide cryptographic protection of certain
software components, for example in a dedicated hardware chip. The necessary
cryptographic processes and keys are always located within the hardware mod-
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ule and are not present in the software binary code and can thus also not be
extracted from the software - neither through statistical analysis of the binary
code nor by emulating the software in a virtual environment. In this constellation, the hardware and software form a functional unit, and it is not possible to
change or analyze the encrypted software components in any useful way without
the special-purpose hardware.
Hardware-based protection measures for software are also not automatically secure. The first dongle solutions are an example of this: The objective is to permit
only authorized users to use the software products, that is, users who are in physical possession of the dongle. The weakness of the first dongle solutions was the
fact that the software binary code could be easily analyzed. If the query for the
existence of the dongle could be located in the binary code, this query could simply be skipped, for example by changing the assembler command Branch Equal
to Branch Not Equal. An executable file modified in this way would run without
any dongle at all. Modern solutions are not so easy to outsmart.
From these types of examples, one can learn that software products need to be
protected against manipulation in order for the hardware-based protection to
even take effect. This can be difficult to do in typical PC environments. Such systems are a worthwhile target for crackers, due to their mass implementation, and
have been well documented and analyzed. A wide range of sophisticated tools,
which are relatively easy to obtain on the Internet, also exist for software reverse
engineering and manipulation. A product that is based on embedded hardware
is easier to protect because the manufacturer usually has more hardware and software configuration options at his disposal, in particular if all components come
from a single source and can be coordinated with each other (from a security
standpoint).
A software product is also, in principle, an item of intellectual property that is
worthy of protection. A basic goal may therefore be to prevent the attacker
from understanding the purpose and functionality of the software components
and internal functions. So-called obfuscators, which disguise the software code,
are used for this purpose. Protection of this type is important for programming
languages such as Java and C#, since these languages do not generate native
machine code but rather map the source file to an intermediate language. It
is possible to perform a binary code analysis on this intermediate language and
thus reconstruct the original source code from the assemblies of Microsoft .Net
Framework with the aid of suitable class browsers. This characteristic is an undesirable status where product piracy is concerned. Therefore, program packages
exist for Java and the .Net languages that convert all functions, variables, objects,
classes and types to names that are as meaningless as possible. In addition, the
program packages disguise the calls and links between different components, ultimately encrypt all character strings and generate tangled spaghetti code to give
the attacker as few reference points as possible for his analysis (see Figure 2.11).
These measures are intended to deter potential attackers as well as increase the
cost and time expenditure to the extent that they are sensitive and too difficult
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to calculate for an attacker. However, any troubleshooting that may be necessary
after the program transformation cannot be realistically performed. In addition,
due to the obfuscator, the transformation can even produce additional errors in
the software product, which may remain unnoticed until the product reaches the
customer as a result of the more difficult maintainability and then generate unforeseen costs. Problems may also arise due to the program’s modified runtime
behavior, increased memory requirements and more difficult handling of updates
or patches.

(a) Tangled code flow of an obfuscated function

(b) Simple code flow of the above function after it has been automatically untangled
Figure 2.11: Effects of (de)obfuscation on the code flow

Encryption and compression processes (some of which are proprietary) are also
carried out in protecting software applications. Although the level of protection
can be very high if suitable methods and expert implementation are used, this
may go hand in hand with performance losses and a rather great amount of
know-how needed for viable implementation (related catch-words are: key management, selection of optimum methods, implementation aspects, side channel
attacks). If complex, practical requirements are involved, a non-specialized developer may not be able to justify this additional effort.
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The statical analysis of the code can reveal whether and where cryptographic
calculations take place. Corresponding points on the program binary code can
be located by means of characteristic code signatures (similar to the functionality of virus scanner programs). In addition to the standard procedures, a certain number of proprietary methods are used or an attempt is made to disguise
the cryptographic code with the aid of obfuscation techniques. Dynamic code
analyses and memory monitoring at program runtime can, under certain circumstances, compromise the program or important data, even if encryption is used,
if the attacker manages to access the relevant cryptographic parameters in the
computer system. Cryptographic techniques are therefore ideally combined with
specialized hardware.
Without specialized hardware, it is possible to attack the binary code (possibly at
runtime, using a debugger or a virtual runtime environment). This can also be
seen in modern copy protection mechanisms for PC software, which according
to experience can be analyzed and circumvented in practice.
In contrast to the standardized PC systems, customer-specific embedded systems offer a great deal more flexibility in optimally integrating cryptographic processes—in both software and hardware that have been coordinated with each
other from a security standpoint.

2.3 Combining hardware and software protection
A dongle (copy protection connector) is used primarily to protect software against
unauthorized copying. They are sold by certain manufacturers together with a
development package. In principle, a dongle is a hardware security module in
which the cryptographic keys are protected against both physical attacks (such
as side channel attacks) and software-based attacks. A modern dongle for USB
ports is approximately the same size as a memory stick and frequently contains
the necessary drivers in a separate memory. The internal memory enables cryptographic techniques to be integrated directly into the dongle. Using encryption
makes it more difficult for an attacker to localize and suppress the queries for the
dongle hidden in the program. A challenge response authentication mechanism
(Figure 2.12) can be used to check for the presence of a dongle. A cryptographic
dongle can also be used during program runtime to protect the software against
manipulation (for example, by using a cryptographic integrity check of the binary code instructions in the memory)—this at least makes reprogramming the
software much more difficult. The current dongle generation is therefore very difficult to fool and also offers good implementation. Encryption also helps prevent
the intellectual property from being viewed, since the attacker must first break
the encryption in order to begin his analyses.
A secure memory device functions in much the same way as a cryptographic
dongle. Instead of being connected to an external port, a secure memory device
is integrated as a module into the hardware design. Along with the internal
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Figure 2.12:
Challenge response authentication for checking for the presence of a hardware module

memory, which can also contain individual parameters or have a unique chip ID,
these modules have useful cryptographic basic functions that are used to protect
the overall system (hardware and software – see Figure 2.12).
In modern PCs, special modules have found their application under the designation of trusted platform modules (TPM), where they are used primarily to prevent
manipulation of the BIOS and the operating system boot program. The chip is
passive and cannot directly influence either bootup or operation. It contains a
unique ID and can therefore be used to identify the system. As a cryptographic
device, the chip is able to perform cryptographic processes and is used as a secure
key memory and random number generator.
The majority of manufacturers of programmable logic circuits (such as FPGAs)
offer protection mechanisms for certain product series (design security). Some
use an additional secure memory device for this purpose. A number of FPGAs
have certain protection measures and/or cryptographic processes integrated into
them.
The degree to which the integrated chips are resistant to non-invasive and, in
particular, (semi)-invasive attacks must be considered in particular. To obtain
worthwhile knowledge, some institutions or competitor companies are perfectly
willing to pay the cost of the latter costly attacks and to hire commercial service providers with well-equipped labs who specialize in the reverse engineering
of hardware modules and boards. The complexity of reconstruction in practical
terms usually depends on the manufacturing technology of the hardware modules. The specific physical characteristics of a module must therefore be taken
into account in assessing the level of protection.
Another way to protect intellectual property is to manufacture special chips,
known as ASICs. This solution is very expensive, due to the retooling costs, and
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only pays off in extremely large volumes. An approach of this type is therefore
only practical for mass-market products. However, once again the effort required
for reconstructing the circuit depends on the manufacturing process or structure
sizes. This can mean that an ASIC may under certain circumstances be easier to
analyze than an FPGA that is protected against microscopic attacks. Security is
achieved by giving such FPGAs a fully uniform microscopic structure that remains
the same even after the FPGA is configured. This technology currently provides a
high degree of protection against intellectual property theft.
In addition to the above-mentioned hardware modules, cryptographically enabled microcontrollers and CPUs also exist which may be used as modules for
implementing a protection concept. Before using such modules, it is necessary
to clarify whether their hardware-implemented cryptographic processes are state
of the art and thus cannot be compromised by side channel attacks or (semi)invasive techniques.
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3.1 General Description
As a specialist in IT security, Fraunhofer AISEC develops instantly deployable solutions which are fully aligned with the needs of the client. This tailored treatment
is made possible through the efforts of more than 70 highly-qualified employees
working in all relevant areas of IT security. At our location in Munich/Garching,
Fraunhofer AISEC is currently building up three new research and development
departments which specialize in hardware-related security and the protection of
complex networks and services. At the same time, a test center is being established for security and reliability testing of hardware and software applications
and components; additionally, the test center will provide services for functional,
interoperability and conformity testing.

3.1.1 Network Security and Early Warning Systems
The security of distributed network services is a significant challenge for companies. On one hand, they require a mechanism with which to identify and
authorize participating entities. And on the other hand, they need the means
to guarantee privacy and confidentiality. Additionally, businesses must also comply with data protection regulations. The Network Security and Early Warning
Systems department, in cooperation with industry partners, develops solutions
which enable the secure operation of networks and services. To this end, Fraunhofer AISEC develops concepts, procedures and protocols in, for example, security in All-IP networks and Future Internet, Personal Area Networks, detection
and prevention of malicious software and attacks, combined machine learning
techniques, image understanding, and sensor fusion.

3.1.2 Embedded Security & Trusted Operating Systems
The development of hardware-based security solutions must start with the design of chips and circuits. In this context, the Embedded Security and Trusted OS
department concerns itself with methods for self-protection of systems through
targeted system-hardening and the transfer of security functionality into hardware. In order to make this possible, Fraunhofer AISEC, together with industry
partners, develops and tests trustworthy (mobile) platforms, advanced virtualization concepts, and component identification methods, as well as new testing
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methods for embedded components. To this end, a hardware development and
testing laboratory will be built at our Munich location.

3.1.3 Secure Services and Quality Testing
The Secure Services and Quality Testing department, in cooperation with its
project partners, develops solutions and testing tools for the development, composition, hardening, provisioning and operation of safe and reliable service-based
business software. Solutions tailored to the particular requirements of specific
domains, such as automotive engineering, logistics, e-Government (for example,
standardized formats for data exchange in SOA-based processes), and health care
are particularly important in this respect. For example, the department develops
secure value-added services and service platforms for intelligent environments
(Smart Factory, Smart Office), safety components, risk and compliance management processes, and Web Services using Enterprise Service Bus infrastructure.

3.2 Overview of product and intellectual property protection services
Fraunhofer knows the state-of-the-art for technological protection measures. On
behalf of its customers, the Institute determines how a particular product can
best be protected against imitations.
Products containing unprotected components are an easy target for forgers and
threaten the investments of innovative companies. Fraunhofer AISEC points out
risks and supports manufacturers of embedded systems in designing products
which are robust against piracy. Companies are assisted in the selection of appropriate protective measures and the optimal integration into their products.
If protection requirements cannot be fulfilled by standard market measures for
performance or production reasons, the Institute develops innovative techniques,
such as the protection of embedded systems. The solutions are effective and
customizable and provide substantial protection against reverse engineering as
well as proactively concealing the functions of a protected product. Through
these techniques, the imitation of products becomes more difficult, and valuable
business know-how is protected.
To achieve a high level of hardware security, product-specific conditions, such as
seamless integration into existing business and production processes, are considered. Fraunhofer AISEC already provides solutions implemented as portable C implementations and suitable for low-cost microcontroller architectures. Moreover,
hardware-based reference designs are offered for programmable logic devices
(synthesizable code for low-cost FPGAs). The software and hardware solutions
can be combined and customized by parameters.
Furthermore, Fraunhofer AISEC tests embedded systems and IT processes for
vulnerabilities and piracy-robustness, testing designs and prototypes as well as
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completed products. Complete system checks can be carried out as well as analyses of selected components. The Institute’s experience in the area of IT-security
and design security facilitates effective tests whose results can be incorporated
directly into further development and product maintenance.
Services, assets and areas of competence:
• Modern laboratory for hardware security analysis and system evaluation1
• Product-specific security solutions
• Hardware- and software-based protection measures (protection against
tampering, reverse engineering and product piracy)
• Component and replacement part identification
• Design security: protection using hardware components 2
• Practical implementation of modern encryption techniques
• Binary code analysis (various architectures, including x86, ARM and CILCode/.NET byte code)
Expertise in the aforementioned areas (for both extant products and those in the
design phase):
• Analysis of application scenarios, threat and risk analysis
• Custom design and implementation of innovative protective measures
• Support in the integration of established protective measures
• Proof-of-concept and prototype implementations; reference implementations (programming language/hardware description language: VHDL or
Verilog)
• Analysis of the state-of-the-art
• Preparation of market overviews for commercial protection measures
• Technology consulting and assessment, action recommendations
• Evaluation of protection measures (protection level), assessment of utility
(estimation of circumvention cost)
• Design of tamper-proof products and processes
• Testing of systems and processes for vulnerabilities and piracy-robustness

1

Individual microchips as well as complete embedded systems are tested.
For example, based on FPGA, Secure Memory Devices, Hardware Security Modules, Trusted
Platform Modules, or cryptographically-enabled microcontrollers.
2
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