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A Concept of Confidential Video Delivery based
on Widevine Google DRM Engine

The task of streaming video in secure and confidential way arises in many usecases like CCTV video
surveillance, videoconferencing, playback of security critical content. Depending on the device archi-
tecture and operating system used, the security and privacy goals might be jeopardized by malicious
software installed on the client device. For instance, malware with root access on an Android mobile
phone would be able to eavesdrop or tamper with the video stream. A possible solution, resilient to
both user- and Kernel-level malware, might be built utilizing the Widevine DRM services provided by
Google: The architecture of Widevine allows decryption and playback of video streams in hardware
reinforced enclaves, e.g., secure world of ARM TrustZone architecture, such that the cleartext data
never leaves the secure execution environment.

Task Description
The goals of this project can be summarized as follows:

» Security analysis of the Widevine DRM sys- environments, i.e., confidential cloud infra-
tem. Research on the system architecture structure based on AMD SEV technology for
and security properties. video encryption and packaging and ARM

TrustZone on the end-device for video de-

» Development of an overall architecture for _
cryption and playback.

secure and confidential video data delive-
ry system with strong security guarantees:
The cleartext Videodata should only be pro- * Proof of concept implementation and eva-
cessed in HW-reinforced trusted execution luation of the proposed concept.

Prerequisites
The candidate should fulfill the following requirements:

» Good understanding of cryptography and IT » Good programming skills in C/C++

security + Basic knowledge of video formats is advan-
 High motivation and independent work style tageous
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